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Programs Have Bugs
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Why Program Testing?
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ü Programmer 
familiarity

ü Concrete input 
for debugging

üNo false 
positives

ü Easy regression



Why Automated Testing?
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Automated Testing Hits the Mainstream
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Automated Test Generation Trend

• 1976: King’76, Clarke’76, Howden’77
• 2000: Java PathFinder
• 2001: Started my PhD UIUC
• 2001: SLAM/Blast: Automatic predicate abstraction 
• 2001: Java PathExplorer: Runtime Verification
• 2003: Runtime monitoring with Eagle (Internship)
• 2003: Generalized Symbolic Execution 
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• 2000: Java PathFinder
• 2001: Started my PhD UIUC
• 2001: SLAM/Blast: Automatic predicate abstraction 
• 2001: Java PathExplorer: Runtime Verification
• 2003: Runtime monitoring with Eagle (Internship)
• 2003: Generalized Symbolic Execution 
• 2005: DART: Directed Automated Random Testing (Internship)
• 2005: CUTE: A Concolic Unit Testing Engine for C
• 2006: jCUTE: Concolic Testing for Multi-threaded programs

Symbolic JPF, KLEE, CREST, S2E, Angr, Veritesting, Mayhem, Triton, Jalangi, CATG 





What is Concolic testing? 

• Combine concrete execution and symbolic execution

Concrete + Symbolic = Concolic
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Goal

• Automated Unit Testing of real-world C and Java 
Programs

• Generate test inputs
• Execute unit under test on generated test inputs

• so that all reachable statements are executed
• Any assertion violation gets caught
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Goal

• Automated Unit Testing of real-world C and Java 
Programs

• Generate test inputs
• Execute unit under test on generated test inputs

• so that all reachable statements are executed
• Any assertion violation gets caught

• Concolic Testing Approach:
• Explore all execution paths of an unit for all possible 

inputs
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Computation Tree
• Can be seen as a binary tree

with possibly infinite depth
• Computation tree

• Each node represents the 
execution of a “if then else”
statement

• Each edge represents the 
execution of a sequence of 
non-conditional statements

• Each path in the tree represents 
an equivalence class of inputs
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Concolic Testing Approach

n Random Test Driver:
q random values for x and y

n Probability of reaching 
ERROR is extremely low

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {
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}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7 x = x0, y = y0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 14

x = x0, y = y0, 
z = 2*y0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 14

x = x0, y = y0, 
z = 2*y0

2*y0 != x0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

2*y0 != x0

Solve: 2*y0 == x0

Solution: x0 = 2, y0 = 1

x = 22, y = 7,    
z = 14

x = x0, y = y0, 
z = 2*y0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 2, y = 1 x = x0, y = y0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
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path 
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x = 2, y = 1,       
z = 2

x = x0, y = y0, 
z = 2*y0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 2, y = 1,       
z = 2

x = x0, y = y0, 
z = 2*y0

2*y0 == x0

x0 ≤ y0+10
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 2, y = 1,       
z = 2

x = x0, y = y0, 
z = 2*y0

Solve: (2*y0 == x0) ∧(x0 > y0 + 10)

Solution: x0 = 30, y0 = 15

2*y0 == x0

x0 > y0+10
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 30, y = 15 x = x0, y = y0
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Concolic Testing Approach

int double (int v) { 

return 2*v; 
}

void testme (int x, int y) {

z = double (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 30, y = 15 x = x0, y = y0

2*y0 == x0

x0 > y0+10

Program Error



Explicit Path (not State) Model Checking

nTraverse all execution 
paths one by one to detect 
errors
qassertion violations
qprogram crash
quncaught exceptions

ncombine with address 
sanitizer to discover 
memory errors
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Explicit Path (not State) Model Checking
nTraverse all execution 

paths one by one to detect 
errors
qassertion violations
qprogram crash
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ncombine with address 
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Novelty : Simultaneous Concrete and Symbolic Execution

int foo (int v) { 

return (v*v) % 50; 
}

void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7 x = x0, y = y0
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int foo (int v) { 

return (v*v) % 50; 
}

void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 49

x = x0, y = y0,  
z = (y0 *y0)%50

(y0*y0)%50 !=x0

Solve: (y0*y0 )%50 == x0

Don’t know how to solve! 

Stuck?

Novelty : Simultaneous Concrete and Symbolic Execution
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void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 49

x = x0, y = y0,  
z = foo (y0)

foo (y0) !=x0

Novelty : Simultaneous Concrete and Symbolic Execution

Solve: foo (y0) == x0

Don’t know how to solve! 

Stuck?
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int foo (int v) { 

return (v*v) % 50; 
}

void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 49

x = x0, y = y0,  
z = (y0 *y0)%50

(y0*y0)%50 !=x0

Solve: (y0*y0 )%50 == x0

Don’t know how to solve! 

Not Stuck!
Use concrete state

Replace y0 by 7 (sound)

Novelty : Simultaneous Concrete and Symbolic Execution
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int foo (int v) { 

return (v*v) % 50; 
}

void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 22, y = 7,    
z = 48

x = x0, y = y0,  
z = 49

49 !=x0

Solve: 49 == x0

Solution : x0 = 49, y0 = 7

Novelty : Simultaneous Concrete and Symbolic Execution
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int foo (int v) { 

return (v*v) % 50; 
}

void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 49, y = 7 x = x0, y = y0

Novelty : Simultaneous Concrete and Symbolic Execution
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int foo (int v) { 

return (v*v) % 50; 
}

void testme (int x, int y) {

z = foo (y);

if (z == x) {

if (x > y+10) {

ERROR;
}

}

}

Concrete 
Execution

Symbolic 
Execution

concrete 
state

symbolic 
state

path 
condition

x = 49, y = 7,    
z = 49

x = x0, y = y0 ,
z = 49  

2*y0 == x0

x0 > y0+10

Program Error

Novelty : Simultaneous Concrete and Symbolic Execution



Summary: Pointers and Data-Structures
nPointer Constraints

qp ¹ NULL 
qp = NULL
qp ¹ q
qp = q

n Solving Pointer Constraints
qConstruct equivalence class [p] for each 

pointer input p
qp ¹ NULL 

Add a node and point [p] to it
qp = NULL

Delete node pointed by [p]
qp = q

Make [p] and [q] point to same node
qp ¹ q 

Add a node and point [p] or [q] to it

236 next

Logical Input Map to 
symbolically represent 
Memory Graph pointed by an 
input Pointer

{0 → 1, 1 → 236, 2 → 1 }



Divide by 0 Error

x = 3 / i;

Buffer Overflow

a[i] = 4;

43

Concolic Testing: Finding Security and Safety Bugs



Concolic Testing: Finding Security and Safety Bugs

Divide by 0 Error

if (i !=0)

x = 3 / i;
else

ERROR;

Buffer Overflow

if (0<=i  &&  i < a.length)

a[i] = 4;
else

ERROR;

44

Key: Add Checks Automatically and 

Perform Concolic Testing



Incremental Constraint Solving

• Observation: one constraint is negated at each execution
• C1 ∧ C2 ∧ … ∧ Ck has a satisfying assignment
• Need to solve C1 ∧ C2 ∧ … ∧ ¬ Ck
• Previous solution more or less similar to current solution
• Eliminate non-dependent constraints

(x==1) ∧ (y>2) ∧ ¬ (y==4)

to

(y>2) ∧ ¬ (y==4)

• Incremental Solving
• 100 -1000 times faster than a naïve solver



Underlying Random Testing Helps

1  foobar(int x, int y){

2    if (x*x*x > 0){

3       if (x>0 && y==10){

4           ERROR;

5       }

6    } else {

7       if (x>0 && y==20){

8           ERROR;

9       }

10   }

11 }

n static analysis based model-
checkers would consider both
branches

q both ERROR statements are 
reachable

q false alarm

n Symbolic execution 
q gets stuck at line number 2
q or warn that both ERRORs are 

reachable

n CUTE finds the only error

46



DART, CUTE, jCUTE, CREST, Jalangi, CATG

• DART for C
• CUTE for C and jCUTE for Java

• 5000+ downloads (around 2010)
• used in both academia and industry

• CREST
• extensible open-source tool for C

• Jalangi for JavaScript Concolic Testing
• CATG for Concolic Testing of Java bytecode

• https://github.com/ksen007/janala2

47

https://github.com/ksen007/janala2


Concolic Testing in Practice
• Led to the development of several industrial and 

academic automated testing and security tools
• Projects at Intel, Google, MathWorks, NTT, SalesForce
• PEX, SAGE, and YOGI at Microsoft
• Apollo at IBM, and Conbol and Jalangi at Samsung
• BitBlaze, jFuzz, Oasis, and SmartFuzz in academia 

48
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Concolic Testing in Practice



Many Applications



Many Applications
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Many Applications



Many Languages

Java bytecode
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Concolic Testing: Path-explosion Problem

Entire Computation Tree
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Explored by  Concolic 
Testing

Entire Computation Tree

Concolic Testing: Path-explosion Problem



Scaling Concolic Testing

• Control-flow Directed Search (CREST)
• Combining fuzzing and concolic testing (Hybrid Concolic Testing, 

Driller, Mayhem)
• Function Summaries (SMART, Veritesting)
• Loop Summaries (Proteus, LESE)
• State Merging using Value Summaries (MultiSE)
• Interpolation (Tracer)
• Abstract Subsumption Checking
• Pruning redundant paths (RWSet)
• Parallel techniques (Siddiqui & Khurshid,  and Staats & Pasareanu)
• Incremental techniques (Person et al.)
• …



Lessons Learned

• Focused on an important real-world problem
• Did not try to invent from the beginning

• Tried existing approaches to solve a real problem
• Observed limitations
• Got insights → led to effective solutions
• Identified novel contributions (and wrote papers)



Things We Should Have Done Differently

• If there is a big idea for a practical problem
• Build a practical system that users can use
• Promote the area of research 

• Your competitors are your real-friends 
• Do not hesitate to use competing techniques 

• If it helps to solve the problem
• Take feedback seriously

• From actual users
• And reviewers



What we do now

• We target real-world problems
• We target real software in the more popular 

languages 
• rather than assuming a nice clean slate for research
• leads us to see a lot of problems

• We build prototypes before building a large system 
• We release our tools as open-source software

• so that the tools are usable by the broader community

• We release our benchmarks



Smart Fuzzing

Algorithm Implementation

Correctness
FairFuzz

Genetic algorithm
AFL

Parallelization

Performance Bugs
PerfFuzz

Custom testing Goals
FuzzFactory

Intention

Semantic Fuzzing (Zest)

Reinforcement Learning 
RLCheck

Java Virtual Machine 
JQF, RLCheck

Python 
RLCheck

LLVM, x86

Constraint Fuzzing 
QuickSampler

SMTSampler (Dutra)

RTL using FPGA 
RFuzz (Laeufer)

Neural Network
??? 

Bayesian Learning
???

Symbolic Execution/
Concolic Testing CUTE



Zest: Semantic Fuzzing    
Padhye, Lemieux, Sen, Papadakis, Le Traon
public XMLElement genXML(Random random) {

// Generate a random tag name

String name = random.nextString(MAX_TAG_LENGTH); 

XMLElement node = new XMLElement(name);

// Generate a random number of children

int n = random.nextInt(MAX_CHILDREN);            

for (int i = 0; i < n; i++) { 

// Generate child nodes recursively

node.addChild(genXML(random));                 
}

// Maybe insert text inside element

if (random.nextBoolean()) {                      

node.addText(random.nextString(MAX_TEXT_LENGTH)); 

}
return node;

}

• Developer writes a simple 
input generator as a 
program

• Generator restricts the 
space of inputs

63

Example generated:                                 <foo><i>xyz</i><br/></foo> 
foo

i br

xyz



Zest: New bugs discovered

ü Google Closure Compiler: #2842, #2843, #3220, #3173

ü OpenJDK: JDK-8190332, JDK-8190511, JDK-8190512, JDK-8190997, JDK-
8191023, JDK-8191076, JDK-8191109, JDK-8191174,JDK-8191073, JDK-
8193444, JDK-8193877, CVE-2018-3214

ü Apache Commons: LANG-1385, COMPRESS-424, COLLECTIONS-714, CVE-2018-
11771

ü Apache Ant: #62655

ü Apache Maven: #34, #57

ü Apache PDFBox: PDFBOX-4333, PDFBOX-4338, PDFBOX-4339, CVE-2018-8036

ü Apache TIKA: CVE-2018-8017, CVE-2018-12418

ü Apache BCEL: BCEL-303, BCEL-307, BCEL-308, BCEL-309, BCEL-310, BCEL-
311, BCEL-312, BCEL-313

ü Mozilla Rhino: #405, #406, #407, #409, #410
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https://github.com/google/closure-compiler/issues/2842
https://github.com/google/closure-compiler/issues/2843
https://github.com/google/closure-compiler/issues/3220
https://github.com/google/closure-compiler/issues/3173
https://bugs.openjdk.java.net/browse/JDK-8190332
https://bugs.openjdk.java.net/browse/JDK-8190511
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11771
https://bz.apache.org/bugzilla/show_bug.cgi?id=62655
https://github.com/codehaus-plexus/plexus-utils/issues/34
https://github.com/codehaus-plexus/plexus-utils/issues/57
https://issues.apache.org/jira/browse/PDFBOX-4333
https://issues.apache.org/jira/browse/PDFBOX-4338
https://issues.apache.org/jira/browse/PDFBOX-4339
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8036
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-8017
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-12418
https://issues.apache.org/jira/browse/BCEL-303
https://issues.apache.org/jira/browse/BCEL-307
https://issues.apache.org/jira/browse/BCEL-308
https://issues.apache.org/jira/browse/BCEL-309
https://issues.apache.org/jira/browse/BCEL-310
https://issues.apache.org/jira/browse/BCEL-311
https://issues.apache.org/jira/browse/BCEL-312
https://issues.apache.org/jira/browse/BCEL-313
https://github.com/mozilla/rhino/issues/405
https://github.com/mozilla/rhino/issues/406
https://github.com/mozilla/rhino/issues/407
https://github.com/mozilla/rhino/issues/409
https://github.com/mozilla/rhino/issues/410


QuickSampler, SMTSampler, GuidedSampler
Human Writes a Pre-condition on Inputs

üAn over-approximation 
of valid inputs

üRestricts the set of 
inputs to be generated

Goal: sample inputs from 
the restricted input space

65

(node.left != NULL => node.val > node.left.val) 
/\ (node.right != NULL =>node.val <= node.right.val)



● QuickSampler generates valid solutions
○ 102.5±0.8 times faster than SearchTreeSampler
○ 104.7±1.0 times faster than UniGen2

● QuickSampler generates unique valid solutions
○ 102.3±0.7 times faster than SearchTreeSampler
○ 104.4±1.1 times faster than UniGen2

66

Generates more diverse set of solutions 
compared to UniGen2 and SearchTreeSampler



Smart Fuzzing

Algorithm Implementation

Correctness
FairFuzz

Genetic algorithm
AFL

Parallelization

Performance Bugs
PerfFuzz

Custom testing Goals
FuzzFactory

Intention

Semantic Fuzzing (Zest)

Reinforcement Learning 
RLCheck

Java Virtual Machine 
JQF, RLCheck

Python 
RLCheck

LLVM, x86

Constraint Fuzzing 
QuickSampler

SMTSampler (Dutra)

RTL using FPGA 
RFuzz (Laeufer)

Neural Network
??? 

Bayesian Learning
???

Symbolic Execution/
Concolic Testing CUTE
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